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evasion, expense account fraud, filing
deceptive loan statements, and other
intentional financial breaches of trust;

(3) Inability or unwillingness to sat-
isfy debts;

(4) Unexplained affluence;
(5) Financial problems that are

linked to gambling, drug abuse, alco-
holism, or other issues of security con-
cern.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The behavior
was not recent;

(2) It was an isolated incident;
(3) The conditions that resulted in

the behavior were largely beyond the
person’s control (e.g., loss of employ-
ment, a business downtrun, unexpected
medical emergency, or a death, divorce
or separation);

(4) The person has received or is re-
ceiving counseling for the problem and
there are clear indications that the
problem is being resolved or is under
control;

(5) The affluence resulted from a
legal source;

(6) The individual initiated a good-
faith effort to repay overdue creditors
or otherwise resolve debts.

§ 147.9 Guideline G—Alcohol consump-
tion.

(a) The concern. Excessive alcohol
consumption often leads to the exercise
of questionable judgment,
unreliability, failure to control im-
pulses, and increases the risk of unau-
thorized disclosure of classified infor-
mation due to carelessness.

(b) Conditions that could raise a secu-
rity concern and may be disqualifying in-
clude: (1) Alcohol-related incidents
away from work, such as driving while
under the influence, fighting, child or
spouse abuse, or other criminal inci-
dents related to alcohol use;

(2) Alcohol-related incidents at work,
such as reporting for work or duty in
an intoxicated or impaired condition,
or drinking on the job;

(3) Diagnosis by a credentialed med-
ical professional (e.g., physician, clin-
ical psychologist, or psychiatrist) of al-
cohol abuse or alcohol dependence;

(4) Evaluation of alcohol abuse or al-
cohol dependence by a licensed clinical
social worker who is a staff member of

a recognized alcohol treatment pro-
gram;

(5) Habitual or binge consumption of
alcohol to the point of impaired judg-
ment;

(6) Consumption of alcohol, subse-
quent to a diagnosis of alcoholism by a
credentialed medical professional and
following completion of an alcohol re-
habilitation program.

(c) Conditions that could mitigate secu-
rity concerns include: (1) The alcohol re-
lated incidents do not indicate a pat-
tern;

(2) The problem occurred a number of
years ago and there is no indication of
a recent problem;

(3) Positive changes in behavior sup-
portive of sobriety;

(4) Following diagnosis of alcohol
abuse or alcohol dependence, the indi-
vidual has successfully completed im-
patient or outpatient rehabilitation
along with aftercare requirements, par-
ticipates frequently in meetings of Al-
coholics Anonymous or a similar orga-
nization, has abstained from alcohol
for a period of at least 12 months, and
received a favorable prognosis by a
credentialed medical professional or a
licensed clinical social worker who is a
staff member of a recognized alcohol
treatment program.

§ 147.10 Guideline H—Drug involve-
ment.

(a) The concern. (1) Improper or ille-
gal involvement with drugs raises ques-
tions regarding an individual’s willing-
ness or ability to protect classified in-
formation. Drug abuse or dependence
may impair social or occupational
functioning, increasing the risk of an
unauthorized disclosure of classified
information.

(2) Drugs are defined as mood and be-
havior altering substances, and in-
clude:

(i) Drugs, materials, and other chem-
ical compounds identified and listed in
the Controlled Substances Act of 1970,
as amended (e.g., marijuana or can-
nabis, depressants, narcotics, stimu-
lants, and hallucinogens),

(ii) Inhalants and other similar sub-
stances.

(3) Drug abuse is the illegal use of a
drug or use of a legal drug in a manner
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